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Maintaining the security of workstations and servers has historically meant remaining up to date with
Operating System patches. As time has progressed and hackers have developed more advanced
methods of penetrating systems and networks many threats have moved to third party applications.
Notoriously hard to maintain, patch and monitor, these applications offer a plethora of attack vectors for
both skilled attackers and “script-kiddies” looking to cause damage or access sensitive data.

Intrinium has designed a third party, cloud-based third party patch management solution that is secure,
safe and easy to implement. Currently Intrinium’s solution can audit and provide patch management of

the following applications:

7-Zip
Ad-Aware
Adobe AIR
Adobe Flash
Adobe Java
Adobe reader
Adobe Shockwave
AIM

AIMP

Apple Safari
Audacity
Auslogics
Avast Antivirus
AVG

CCcCP
CCleaner
CDBurnerXP
CutePDF
Defraggler
Digsby
Dropbox
Eclipse
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eMule
Evernote
Everything
FastStone
Filezilla
Foobar2000
Foxit Reader
GIMP

Glary

GOM

Google Chrome
Google Earth
Google Picasa
Google Talk
Hulu

ImgBurn
InfraRecorder
Inkscape
IrfanView
iTunes

JDK
KeePass

K-Lite Codecs
KMPlayer
Launchy
LibreOffice
Malwarebytes
MediaMonkey
Messenger
Microsoft .NET
Microsoft Silverlight
Mozilla Firefox
Mozilla Thunderbird
Mozy
Notepad++
OpenOffice
Opera
Paint.NET
PDFCreator
Pidgin

PuTTY

Python
QuickTime
RealVNC

Recuva
Revo

Skype
Songbird
Speccy
Spotify
Spybot
Steam
SumatraPDF
SuperAntiSpyware
TeamView
TeraCopy
TrueCrypt
uTorrent
VLC
Winamp
WinRAR
WinSCP
XnView
Yahoo!
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Frequently Asked Questions

Q. Can | “lock” the version of a program to a specific level?

A. Absolutely! Simply contact your IT management consultant for assistance.

Q. Will more programs be added to the list of supported applications for update?

A. Yes, we are adding more applications as the developers provide functionality for auditing and updating
their software. Popular applications are always added first!

Q. What if I have a custom application that requires updating. Can you handle this through your
solution?

A. Probably. Depending on the product and its features this may or may not be possible, and additional
charges may apply. Contact your IT management consultant for details.

Q. How does the solution work?

A. Through our cloud-based mechanism, all we require is an always-on, Windows-based device on your
network and a set of Administrator credentials that will allow access to the devices which we are to
patch manage. Through our agent on that system we will push updates to all systems you approve on
a monthly basis, or more/less frequently based on your request. You will be provided with monthly
management reports showing the status of updates and any systems that require manual intervention
from your staff.

Technical Specifications

Update Scheduling Application OS Platform
Default schedule: monthly updates. Windows Server 2003
Modifications to this schedule may Windows Server 2008 / 2008 R2
be made at client request. Windows XP

Windows Vista

Cloud Communication Windows 7

Encryption Algorithm
AES-256 / SSL-128

Copyright © Intrinium, Inc 2012




